GDPR Policy Oms

DATA PROTECTION

The following is a summary of the Data Protection Act governing the storage of
Sensitive, Personal or Financial Information held by Ayrshire Medical Services Ltd
during their business and underlines the responsibility of all AMS Ltd staff in relation

to this information.

TYPE OF INFORMATION HELD

AMS Ltd will be privy to the following information in relation to work conducted
during business:

* Personal Information (Name, Address, Telephone, etc.)

» Sensitive Information (Medical History, Sexual Orientation, Religion, etc.)

* Financial Information (Bank Details, N.I. Number, Employer Details, etc.)

STORAGE OF INFORMATION

The above information may be held in Hard Copy (paper form) or Soft Copy (electronic
form).

e All Hard Copy information is stored in locked filing cabinets and may only be
accessed by staff during their work.

e All Soft Copy information will be held on a separate password protected hard-
drive and can only be accessed with the authority of the Managing Director.

e An electronic copy is held on secure cloud storage for business using Dropbox.

o A further back-up of this information is stored on a removable encrypted hard-
drive and is stored away from the premises. This affords disaster recovery of

information in the event of any such occurrence.
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RELEASE AND LAWFUL USE OF INFORMATION

No information will be released to any party, including the client, without first
obtaining permissiontodo so. Full written consent must be obtained from the client
and will only be released to authorised parties, i.e., Client, Employer, Solicitor, Client’s
GP. Furthermore, no information will be released for statistical analysis, surveys or
research unless full anonymity has been assured beforehand and the client has given

full written consent for same.

Information will only be sent to a nominated person that has been pre-agreed. They
can be passed via email, or phone. Information sent by post will be marked Private
and Confidential.
e A request for information to access to medical records, will follow the following
procedure:
e Client will be informed of turnaround time

e I|dentification will be established

e Clinician will make a review of all medical papers (removing information that
refers to any third party, or anything that is deemed harmful to the well-being of
the patient (including National Insurance Number, Sexual Orientation, Religion,
etc.)

o The fee for obtaining the Medical Record will be disclosed at time of application

e Consent will be ensured before the release of any documentation

e A Hard or Soft Copy will be made available.

UPDATING OF INFORMATION

Any medical or statistical updates of medical information or results obtained in

relation to any existing client will be updated immediately and a log of this update
will be maintained; to advise of the nature of this change, who amended the file and
any arrangements for the storage of this up to date information. No personal details

other than name and date of birth will be recorded on this log.
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INDIVIDUAL RESPONSIBILITY

The client has a duty to disclose all relevant information pertaining to their current and
past medical conditions and history including information of a sensitive nature that
may assist the MRO during his duty.

All employees have a Duty of Care under the Data Protection Act to treat all information
with the utmost diligence and sensitivity. No information pertaining to any individual,
company and associate or supplier may be removed from the secure storage, without

prior written consent

COMPANY GUIDANCE

Any breach of the above guidelines will result in disciplinary action, which may lead to
dismissal and may involve a report to the Police.

A copy of this Date Protection Policy is contained in your New Employee Starter Pack.
You should familarise yourself with this Policy and sign to confirm that you have received

it and fully understand the Policy.

%JW

Mark Savage
Managing Director
02.08.2024
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APPENDIX 1

CONFIRMATION OF POLICY

| fully understand and accept my responsibilities to both Company and Client in

relation to Data Protection.

Signature of Employee

Print Name Date

Signature of Manager

Print Name Date
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